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Decision/action requested

This document updates solution #4.
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Rationale

The update proposes to resolve the following two ENs:
Editor’s Note: the key management for the security context is ffs

Editor’S Note: Clarification on necessity on end-to-end protection of ML model is FFS

Respective text for the key management is added as well text to explain that the necessity for end to end ML model protection.
4
Detailed proposal

Start of new text
6.4
Solution #4: AI/ML model storage and sharing security

6.4.1
Introduction

This solution is addressing Key Issue #3: Security for AI/ML model storage and sharing and it is based on the Solution #42: Storage and retrieval of trained ML models to/from ADRF of TR 23.700-81 [6] with the following enhancements: 

The data producer (NWDAF containing MTLF) is generating a security contex to protect the ML model information which is then stored protected in the ADRF with the data producer identity so that NF consumers (NWDAF containing AnLF), if authorized, can request the protected ML model information from the ADRF as well as the security context from the data producer to unprotect the ML model information for futher processing. The protection of the ML model is necessary since the the ML model are trained and created with a lot of effort and may be different in terms of performance depending on the vendor. Those vendor specific differences can be seen as a confidential asset that should not be disclosed even to repositories from a different vendor and should be stored only protected, also to avoid the risk that an unprotected model gets leaked from the repository. In case the ADRF is co-located with the MTLF, then no encryption is necessary. The necessity of end-to-end protection is described in the Key Issue #3 “AI/ML models shall be protected between the entity which produces the ML model or stores the ML model in ADRF (e.g., NWDAF containing MtLF, NFp) and the entity which consumes the model (NFc).”. 
6.4.2
Solution details




Figure 6.4.2-1: ML security context generation in MTLF
1.
NWDAF containing AnLF sends Nadrf_MLModelManagement_RetrievalRequest which includes Analytics ID(s), ML Model Filter Info (ML model file specific information), optionally Target NF (NWDAF containing MTLF) to subscribe for notifications. The ML model file specific information includes the ML model file serialization format requested by the NWDAF containing AnLF.

2.
The ADRF determines if the ML model file for the Analytics ID(s) requested is already stored. If the ML model file for the Analytics ID(s) requested in not stored in ADRF then step 3, 4, 5, 6 are performed, before these steps, the ADRF discovers the target MTLF from the NRF optionally if it isn't informed by the AnLF in the step 1. If the ML model file for the Analytics ID(s) requested in stored in ADRF the steps 3, 4, 5, 6 are skipped.

3a.
ADRF sends Nnwdaf_MLModelProvision_Request with the input parameters defined in TS 23.288 [5] and additional input parameters ML model file specific information (ML model file serialization format). 
3b.
The NWDAF containing MTLF generates a security context for protecting the ML model information. The security context is per ML model and gets removed once the ML model information is removed from the ADRF. The NWDAF containing MTLF generates a validity time for the security context. The security context consists of an encryption key Kenc and an integrity key Kint as well as the corresponding security algorithm(s) for encryption and integrity protection. The NWDAF containing MTLF uses the encryption key Kenc and integrity key Kint. to protect the ML model and related information. The MTLF stores the security context and the related ML information for identification of the security context. 

4.
The NWDAF containing MTLF sends a Nnwdaf_MLModelProvision_Response with following parameters Analytics ID(s), Protected Trained ML model file(s), NWDAF containing MTLF Identity, validity time for the security context. The validity time indicates to the ARDF when to remove the protected ML model information.. 

5.
ADRF sends Nnwdaf_MLModelTrainingUpdate_Subscribe with the input parameters Analytics ID(s), ML model file specific information (ML model file serialization format).

6.
When the ML model for which the ADRF has subscribed for ML model training update has been updated, the NWDAF containing MTLF sends Nnwdaf_MLModelTrainingUpdate_Notify with the following parameters Analytics ID, Protected Trained ML model(s) file, Notification Correlation ID, NWDAF containing MTLF Identity.

7a.
The ADRF sends a response back to NWDAF containing AnLF using Nadrf_MLModelManagement_Retrieval Response with the following parameters Protected ML Model File Information (Trained ML model(s) file, ML model file serialization format, Trained ML Model ID per Analytics ID, NWDAF containing MTLF address, validity time for the security context).

7b.
NWDAF containing AnLF sends Nnwdaf_KeyProvision_Request to the NWDAF containing MTLF with the input parameters Analytics ID(s), Notification Correlation ID. The NWDAF containing AnLF is authorized by the NRF to contact the NWDAF containing MTLF and to retrieve the security context. 

NOTE: It is assumed that NWDAF containing AnLF authorization is already performed.

7c.
The NWDAF containing MTLF selects the ML model security context based on the related ML information for identification. 

7d
The NWDAF containing MTLF sends a Nnwdaf_KeyProvision_Response to the NWDAF containing AnLF, including the ML model security context. It is assumed that the message is protected with SBA security or NDS/IP. 

7e
The NWDAF containing AnLF unprotects the ML model data with the received security context.

8.
The NWDAF containing AnLF subscribes to ADRF using Nadrf_MLModelManagement_RetrievalTrainingUpdate_Subscribe service operation containing input parameters Trained ML Model ID per Analytics ID.

9.
The ADRF sends a notification to NWDAF containing AnLF using Nadrf_MLModelManagement_RetrievalTrainingUpdate_Notify service operation containing following parameters ML Model File Information (Protected Trained ML model(s) file, ML model file serialization format, Trained ML Model ID per Analytics ID, NWDAF containing MTLF Identity).
9b.
The validity time for the security context is expired, the ARDF removes the ML model information and the NWDAF containing MTLF removes the security context respectively.
10.
NWDAF containing AnLF determines that the ML model training update is no longer required.

11.
The NWDAF containing AnLF sends Nadrf_MLModelManagement_RetrievalTrainingUpdate_Unsubscribe with Subscription Correlation ID as input parameters.

12.
ADRF determines if any of the NF consumer(s) have subscription for ML Model training update per Analytics ID. If none of the NF consumer(s) have subscription for ML model training update per Analytics ID, the ADRF removes the Protected ML model file and ML model file specific information and proceed to step 9.

13.
ADRF sends Nnwdaf_MLModelTrainingUpdate_Unsubscribe to ADRF with the Subscription Correlation ID as input parameter. NWDAF containing MTLF removes the security context for the ML model.
Editor’s Note: the procedure may be updated according to the final decision in SA2 how to store the ML model in the ADRF



Editor’s Note: the key management for the security context is ffs

6.4.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
End of new text
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